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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a 

	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	eCAPIF
	SA6
	790022
	Enhancements for Common API Framework for 3GPP Northbound APIs



2.3	Other related Work Items and dependencies

	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	960012
	Application enablement aspects for subscriber-aware northbound API access (SNAAPP)
	Addressing left-overs of SNAAPP and further enhancements.

	990048
	Security aspects of SNAPP (SNAAPPY)
	Security procedures to support RNAA which will be considered as baseline for the study.

	1020022
	Enhanced OAM for management exposure to external consumers (MExpo)
	SA5 gap analysis of CAPIF to support exposure of management services.



3	Justification
In Rel-18, enhancements to CAPIF architecture based on SNAAPP requirements were addressed and following aspects were postponed for future release.
· Support for Authentication and Authorization related interactions between Resource Owner and Authorization Functionality (CCF). For example, authentication and authorization of resource owners, management of service API access granted to the applications (e.g., removal of authorization for some applications to access certain service APIs). The CAPIF architecture has been enhanced with CAPIF-8 reference point, but security aspects are yet to be specified in TS 33.122.
· [bookmark: _Hlk151126469]Support for API invoker(s) which are deployed on the UE accessing resources of other resource owners (users), which includes SA3 aspects (e.g., Application Client on UE 1 is requesting access to an API to fetch location or set QoS for PDU sessions of another user (UE 2)).
Currently, CAPIF supports access control at service API level, i.e., API invokers are granted access or denied access to invoke service APIs. Further study is required where CAPIF should be able to support scenarios where access control is more granular like the service operations (e.g., API invoker can perform only fetch operation supported by the service API), resources (e.g., API invoker can access the same resource provided by multiple service APIs), etc.
CAPIF currently supports only 2 service API status (e.g., Active and Inactive) which are managed at the CCF based on the information of instantiated AEF state model like Enabled in-use or Disabled in-use as specified by SA5. During the service API operation, if the AEF is uninstantiated temporarily or subsequently be instantiated at a deferred time, then the impact on service API status needs further study. It is possible, there can be several other service API status like temporarily unavailable, scheduled to be available, etc. A study is required for determining a richer set of service API status and corresponding AEF status that can be supported by CAPIF considering the above scenario.
So far, CAPIF interconnection only supports service API publish/retrieval/update/unpublish and discovery over CAPIF-6/6e reference point. Service federation (e.g., in EDGEAPP) between different service providers is important in application enabler to support service sharing. Regarding CAPIF, more possible services (e.g., CAPIF event exposure) can be investigated to enhance CAPIF interconnection.
CAPIF is considered as API exposure framework by ETSI MEC and supports the exposure of service APIs which are MEC services. To support the exposure of MEC services, CAPIF was enhanced to support more protocols than HTTP. Further study is required where, CAPIF should be able to support exposure of service APIs like management services (e.g., SA5, TMForum). Example: study the impact on CAPIF procedures, information flows and information elements considering how MnS services provided by MnS producer are consumed by the MnS consumer especially considering the notion of exposure of managed objects.
Industry bodies like Linux Foundation and GSMA are specifying and adopting industry service APIs (e.g., CAMARA, GSMA Open Gateway). Considering the work done in these organizations, any enhancement to CAPIF will require further study in SA6 to identify aspects of alignment or requirements. If more requirements are identified related to identified WGs and SDOs then, further coordination with the other identified WGs and SDOs is required.
Given these aspects, it is proposed to study the enhancements to CAPIF.
4	Objective
The objective of this study item is to develop key issues with any feasibility analysis, corresponding architecture requirements and solutions for CAPIF to support the following scenarios:

1. To support the authentication and authorization interactions between Resource Owner and Authorization Functionality (CCF) for API invokers' access to service APIs, considering enhancements to CAPIF architecture including impact on CAPIF-8 reference point.
2.	Potential support for the scenario where API invoker(s) which are deployed on the UE can access resources of other resource owners (users) (e.g., Application Client on UE is fetching location of another user).
3.	For CAPIF to support scenarios for access control that is more granular than simply granted/denied for service API e.g., service operation level, resource level.
NOTE 1:	The security-related impacts to CAPIF architecture for objectives 1 to 3 is in the scope of SA3.
4.	Support CAPIF with richer service API status and AEF status, aligning to AEF availability states defined by SA5.
[bookmark: _Hlk152312432]NOTE 2:	Coordination with SA5 is required to align AEF availability states.
5.	Support for any new CAPIF enhancements identified or originated from other WGs or SDOs/industry forums.
NOTE 3:	For identified requirements, coordination with other identified WGs and SDOs/industry forums will be undertaken.
6. To support more CAPIF interconnection services.
5	Expected Output and Time scale


	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR

	23.700-22
	Study on enhancements CAPIF Phase 3
	SA#104 (June 2024)
	SA#105 (September 2024)
	Preciado Rojas, Diego, Nokia, diego.preciado_rojas@nokia.com



6	Work item Rapporteur(s)
Preciado Rojas, Diego, Nokia, diego.preciado_rojas@nokia.com
7	Work item leadership
SA6
8	Aspects that involve other WGs
SA2 on aspects related to APIs exposed by Core Network, SA3 on aspects related to security and privacy for CAPIF and API exposure, SA5 on aspects related to exposure of management services.
9	Supporting Individual Members
 
	Supporting IM name

	Nokia

	Nokia Shanghai Bell

	Vodafone

	NTT Docomo

	InterDigital

	Lenovo

	Samsung

	DISH Network
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